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INTRODUCTION
Privacy has gained more attention over the years in both politics and legal scholarship due to rapid
technological advancements such as digital identification methods, smart objects and genetic testing,
along with the widespread adoption of information and communication technologies and the development
of the ‘Internet of Things’. The Internet has become a prime platform for communication and consuming,
not just via our laptop, but also via inter alia our smart thermostat that is linked to other technological
objects inside the home and to an external service provider. Even governmental services such as tax
returns have gone digital and require the individual to go online. Consequently, a lot more information is
shared than the average individual perhaps is willing to share, and most likely more than the average
individual is aware of (Mik, 2016). The European Union has attempted to legally mitigate the threats to
privacy of the individual posed by these developments via providing for data protection by inter alia the
adoption of Regulation (EU) 2016/697 on the processing and free movement of personal data. The
attention paid to data protection, and the addressing of some of the problems arising in this area is without
a doubt a very positive development since it shows that a problem is recognised, as well as the need to
address it. However, data protection can only protect the informational representation of aspects of the
personal life, and is therefore insufficient to address the concept of privacy as a whole, as will be argued
here. By only focusing on data protection, the other objects of privacy are overlooked, as well as their
harms. This is problematic since we are moving away from screen-based data capturing and processing to
a smart world filled with intelligent and smart objects without a screen in which the line between ‘online’
and ‘offline’ has become blurred (Mattern, 2002 & 2003 as cited in Röcker, 2010). Consequently, it has
become necessary to rethink our current approach to privacy protection. Unfortunately, privacy and
related socio-ethical problems and tensions in private spaces that may arise in the interaction of humans
with technological objects embedded with computation without a ‘screen’ have not received much
attention. Privacy beyond the screen has been mentioned in several pieces of literature and by European
agencies (see Eskens, Timmer, Kool & Van Est, 2016; European Data Protection Supervisor, 2015), and
it is identified as a potential problem in today’s approach to privacy, yet there have been no real attempts
to set the perimeters of this concept. This has resulted in the concept of privacy beyond the screen in
(semi-)private spaces to remain somewhat vague and challenging to address effectively. This paper will
attempt to give this concept more body in order to get a grip on some of the privacy-related problems with
this concept, and thus attempt to answer the questions:

What are the relevant features of technological objects under the concept of privacy beyond the
screen? What are some of the (possible) legal, ethical and sociological privacy-related problems with
regard to this concept in respect of the home?
In answering this question, this paper aims to make it evident that the focus on data protection in
combination with the quick progression in technology proves problematic for privacy ‘beyond the screen’
in private spaces. The aim here is not to introduce solutions to the identified problems, but to provide
some food for thought and add fuel to the discussion on the importance of privacy beyond the digital
representation of aspects of the personal life today. The starting point in this paper is that it is not just
informational privacy that is at stake. Therefore, this paper will start off with a general analysis of the
concept of privacy ‘beyond the screen’ in the home via the establishment of categories, while making an
assessment of possible relevant factors for those categories as well as for the autonomy and ‘choice’ of
the individual in Part I. In addition, special attention will also be paid to the importance of trust in
technology as an influence on how the individual can operate a technological object from a privacy
perspective, but also in respect of potential impediments for trust. In Part II, an analysis will first be made
of the objective of data protection, followed by a brief substantiation of other, ‘physical’ objects of
privacy. The objects of privacy will then be connected to specific cases for which the research conducted
in Koops et al. (2016) will be guiding. Although some of their approaches or findings may be deemed
controversial or limited by some with regard to their ideal types, the analysis on the objects of privacy
found in this research will, nevertheless, lend themselves for analyses conducted in this paper since they
are all widely recognised in some form, both directly and indirectly, in law and legal scholarship. The
reason the typology of privacy in this paper is chosen is the extensiveness of the analysis of both law and
legal scholarship in a wide range of countries from different legal systems and histories on which their
typology is based (see Koops et al., 2016 for their methodology).
Furthermore, some of the privacy-related problems in these specific cases will be reflected upon
from both an ethical and sociological perspective. The focus of this paper will be on objects situated
inside the home, and will therefore leave sensors and other (invisible) sources of information gathering
objects outside the home out of the picture. Although the latter category is certainly not less relevant for
privacy beyond the screen (see Lahlou, Langheinrich & Röcker, 2005), it would, among other things,
require additional analysis of privacy in public and semi-public spaces, which cannot be achieved in this
limited sized contribution. Furthermore, with the significant amount of literature already dedicated to
surveillance and privacy with regard to public and semi-public spaces, the emphasis on the home as the
(legal) background is deemed more beneficial for the discussion on privacy ‘beyond the screen’ today.
Moreover, this limited scope enables the analysis to be more cohesive and imaging due the support of
specific examples within the private sphere.

PART I: GENERAL ANALYSIS OF ‘BEYOND THE SCREEN’
I.I New challenges posed by an old problem
With the coming into being of the Internet people already have experience with the information flow and
its increasing speed and accessibility, so the availability of information is not something new (Röcker,

2010). However, more objects make it into our homes that are not only embedded with computation, but
are also “subject to control by servers external to the home, or … mobile technologies that regularly leave
the home’s perimeter and [can] interact with other networks” (Denning, Kohno & Levy, 2013, p. 94).
Such technological objects are capable of reacting to changes “within the environment with respect to the
user and other devices and services” enabled by the interaction of the object with both the user and other
smart objects (Davy, 2003, p. 6; Poslad, 2009). This makes it more difficult, if not practically impossible,
for human actors to control or ‘manage’ this information flow (Bohn, Coroamǎ, Langheinrich, Mattern &
Rohs, 2004; Röcker, 2010), even more so in the absence of a screen.
So, the problem may be old, but its effect is increasingly invasive and of new proportions.
Admittedly, this information flow is essential for the usage of smart objects since they depend on
information input to best serve us and to be able to evolve to remain effective (Lahlou, Langheinrich &
Röcker, 2005; Poslad, 2009), yet the danger arises that, as Dobbins nicely put it, “[t]he integration of
these high tech features creates avenues for unsolicited data collection”, both quantitatively and
qualitatively (2015, p. 1; Manta & Olson, 2015), and “potential computer security attacks against in-home
technologies” (Denning, Kohno & Levy, 2013, p. 94). The interaction of smart objects with environments
has blurred the lines between offline and online in the sense that the collecting by a single technological
object is no longer limited to only the ‘online use’ (Mattern, 2002 & 2003 as cited in Röcker, 2010). This
effect is increased even more by the way these objects are designed, meaning that these objects may often
not be perceived as computers at all, as is the case in particular with smart or intelligent technology
without ‘screens’. According to Röcker, “[the] vision of Ubiquitous Computing implies, that computers
are integrated into the physical environment, and hence are effectively invisible to the user, rather than
being distinct objects on the desktop” (2010, p. 62). Another issue that has gained in prominence, also
caused by the continuing increase of “the number of services available to users[, is the] … need to
maintain the user’s identity in a secured, trusted manner” (Hsiung, Scheurich & Ferrante, 2001, p. 45).
People rely on the ‘promised’ anonymity or pseudonyms for most of the information that they essentially
provide themselves to external actors by using smart technology, but in reality, this might not really
provide protection due to the more detailed profiles and the increasing sophistication of algorithms
(Hsiung, Scheurich & Ferrante, 2001). Pseudonymised/anonymised or not, these profiles may contain
enough information to be retrospectively linked to individuals (Mattern, 2005 as cited in Röcker, 2010).
A human operator can ‘erase’ personal information from some personal devices such as an iPad, and in
some jurisdictions it is possible for individuals to request companies to delete certain personal
information, but that does not mean that the information is really gone. For other devices, this type of
information management is difficult or even impossible, due to the absence of a screen and/or privacy
settings.
For law and society, the novel technologies and the spreading of adoption of ICTs by all sorts of
actors in society is not just about replacing old technology with updated versions and newer, more
sophisticated inventions (Koops, 2011); these new or increasingly advancing developments cannot just
bring on significant changes in the socio-political order due to new or more invasive surveillance and data
retrieval technologies (see Milaj, 2015), they can also cause a rapid decrease of individuals’ trust in their
environment (Bohn et al. 2004 & 2005 as cited in Röcker, 2010). Trust is a subjective belief that can be
observed from different perspectives and in different contexts, and its influence depends on different

actors, interactions and environments (Kim, Song, Braynov & Rao, 2005). Arguably, from the angle of
trust in technology, the relationship between consumers and businesses should not be ignored in the case
of smart objects since the businesses are on the other end of the processes, but it revolves more clearly
around the confidence of consumers in the processes itself when discussing objects capable of functioning
autonomously (Kim, Song, Braynov & Rao, 2005; Mik, 2016). When consumer confidence is low or
decreases, this will also affect the rise and development of such technologies (Röcker, 2010; Kim, Song,
Braynov & Rao, 2005; Hsiung, Scheurich & Ferrante, 2001). Moreover, the more complicated and
sophisticated technology becomes, the more distance will come between the intelligent and smart objects
and the human operators on the consumer end. For instance, the general consumer may not be able to
predict the behaviour of such an object situated in his or her own home (Röcker, 2010; Mik, 2016),
arguably the most prominent form of ‘private space’, or will find him or herself unable to manage and/or
control what the technology does, which will affect how the technology is perceived and used. This is
particularly apparent when it comes to devices that do not come with a screen, or when it does have a
screen but nevertheless does not provide the human actor with the possibility to ‘control, manage or
monitor’ the functioning of the object and/ or information flow (Lahlou, Langheinrich & Röcker, 2005;
Eskens, Timmer, Kool & Van Est, 2016; European Data Protection Supervisor, 2015). Individuals would
not be able to verify inter alia whether the technology is functioning properly, or when it is being misused
by externalities (e.g. manufacturer, the government), and this loss of control and the dependency that
mankind creates for itself could ultimately lead to “users … [becoming] mistrustful and … [seeing] the
objects in a negative light” (Von Locquenghien, 2006 as cited in Röcker, 2010, p. 64). The increasing
amount of intelligent and smart technology entering our homes thus requires a “sense of the ‘loyalty’ of
objects inhabiting the environment” (Bohn, Coroama, Langheinrich, Mattern & Rohs, 2003 as cited in
Röcker, 2010, p. 64) for the ‘Internet of Things’ to become successful. In other words: trust is imperative
for the increasing autonomy of our surroundings.
The lack of trust can thus limit the growth and usage of technology (Kim, Song, Braynov & Rao,
2005; Hsiung, Scheurich & Ferrante, 2001), but it will in all likelihood eventually not stop the intelligent
and smart technology from increasing its prominence. It has been argued by some scholars that generally
the rejection of certain technology does not last long, and that regardless of the previous reservations,
“people tend to forget quickly what things used to be like” (see Pearson, 2001, as cited in Röcker, 2010,
p. 65; Mattern, 2003 as cited in Röcker, 2010). Herein lies the danger that bring us full circle: it is an old
problem of new proportions that threatens trust of individuals in their direct surroundings, their
autonomy, and, most importantly for this paper, privacy. Privacy beyond the screen is part of the new
challenges of this old problem. If we look at privacy beyond the screen from a consumer’s perspective
this may even be one of the biggest issues in the rise of the ‘Internet of Things’, given that it has only
received some attention, while smart technology without screens is entering our homes in increasing
numbers. A problem with concepts that have not been subjected to extensive analyses is that they remain
somewhat vague, and therefore they run the risk of being underestimated, and ultimately of remaining
(partially) unaddressed. In the field of data protection, there are some instruments in place (and more are
on their way) that affect and mitigate some of the negative effects for privacy that may arise, but as
argued shortly in the introduction: data protection does not equal privacy protection. Information privacy
touches upon and overlaps with all other objects and types of privacy since it entails the protection of

information about the objects of privacy “that can be directly “watched” or intruded upon” (Koops et al.,
2016, p. 58; Cohen, 2008), but it is an independent concept of which a part has little to do with privacy
(Cuijpers, Leenes, Olislaegers & Stuurman, 2011). They are, therefore, distinct but interdependent
(Cohen, 2008). This means that data protection alone will not be sufficient to protect privacy in the near
future, and may even compromise the protection of objects of privacy since data protection measures may
only cover them partially, or may even be in conflict with their objective. Before case analyses can be
conducted in this respect in Part II to substantiate this claim, it is first imperative that the concept of
‘privacy beyond the screen’ will be analysed to get rid of some of the ‘fog’ around it.
1.3 The categories and general issues
First, to get a better understanding of the privacy-related problems examined with regard to the concept of
privacy beyond the screen, the distinction is made between the capabilities of technological objects inside
the home without interference from external actors outside the home such as the manufacturer
(digitisation of the home) from the ability to access the information by external actors (Koops, Van
Schooten & Prinsen, 2004). This can be seen as a two-tiered information flow that entails the collecting,
processing, storing, connecting and transmitting of information by the technological objects inside the
home when used by human actors in the first tier (Kortuem, Kawsar, Sundramoorthy & Fitton, 2010),
likely followed by the collecting, processing and storing of such information situated on the technological
objects by external receivers (via cloud, company database, etc.) in the second tier (Denning, Kohno &
Levy, 2013; Röcker, 2010; Lahlou, Langheinrich, & Röcker, 2005).
Second, in order to give the concept of privacy ‘beyond the screen’ more body the concept must
be broken down in categories, which also allows for a better understanding of the problems that come
with it. To clarify these categories, examples will be used that will be addressed in more detail in Part II,
of which some may not seem problematic yet, or so far unable to perform the two-tiered information flow
as proposed here. However, with the rapidly advancing technological developments of the recent years in
mind, held together with the push from the industry and even governments towards an ‘Internet of
Things’ (see Shin, 2014) and the increase of smart objects entering our lives and homes (see Helal, et al,
2015; Kortuem, Kawsar, Sundramoorthy & Fitton, 2010), these examples are a great way to illustrate just
how much technology can change our lives and homes, and thereby how real the threat that accompanies
these developments is or can become when it is not addressed properly (Bohn et al, 2004; European
Parliament, 2015; Dobbins, 2015). According to Langheinrich and Mattern (2002) “technological
developments [so far] never intended to change the world or society, but rather did so as a side effect” (as
cited in Röcker, 2010, p. 61). Bohn et al. argue in addition that “in contrast, the vision of Ubiquitous
Computing explicitly aims at transforming the world” (2004 & 2005 as cited in Röcker, 2010, p. 61) “by
providing technology, that will accompany us throughout our whole lives, day in and day out”
(Langheinrich & Mattern, 2002 as cited in Röcker, 2010, p. 61).
For privacy ‘beyond the screen’, the obvious distinction to be made first from a privacy
perspective is between technology with screen and that without. However, when looking for examples of
the latter category, it seems that this distinction may not be as obvious to determine in practice as, for
example, both Hello Barbie and lighting systems could qualify in this category. Both examples will also
be part of the case assessments in Part II. The first example connects, collects and transmits information

on its own when it is used without assistance from or control by other devices, while the second example
could (but not necessarily) be solely controlled via another device operated by the same human operator,
a general platform of some sort from which all devices can be controlled. This general control centre
could be a central home system for multiple devices, but there is also the trend of objects being controlled
via applications on more personal, portable devices such as iPads and smartphones. Even in the absence
of a clear definition for the category of ‘beyond the screen’ ‘Hello Barbie’ will probably meet little
resistance when qualified as ‘without screen’. However, the second example could have some sort of
screen through which it is operated and controlled via these other ‘control devices’. It is plausible that
(now or in the near future) technological objects such as lighting systems will come to depend solely on
the second device for the human actor to be able to (de)activate and operate it due to the absence of
simple switches for the object, itself, or perhaps completely on sensors alone. As a matter of fact, there
are already ‘smart’ spaces and buildings,1 and lighting systems in a lot of office buildings that work via
sensors, only. The question that follows is then to which extent the collecting, processing and possible
storing of the collected information in both tiers can be controlled via the ‘control device’ for technology
as the second example to still qualify as technology ‘without a screen’. This problem can also be reversed:
what does ‘screen’ really mean with regard to privacy? A workable distinction that can be made here is
between objects with screens that allow for privacy settings to be adjusted by the human operator, in
which context the individual could be deemed ‘in control’ (to a certain extent) such as an iPad or laptop,
and those without adjustable privacy settings, thereby not allowing for control by the individual. An
example of the latter context would be a smart thermostat such as ‘Toon’, which does have a screen, but
the screen on that type of technology does (so far/generally) not allow for such personal settings.
To clarify, ‘control’ here does not entail the choice of the individual ‘to use or not to use’. Control
in this context refers to the possibility for the individual to exercise any control in using the object with
regard to the functioning and information flow via some kind of adjustable privacy settings. Interesting
and relevant to mention here is that even if the technological object provides for ‘control by the
individual’ in this sense, it is still questionable whether the individual is likely to exercise it in practice
due to inter alia the design of the object.2 Such externalities do cast a shadow on the feasibility of
‘choice’ to be autonomous, for it is likely to interfere with the true needs and wants of the individual in
question to act on, and the ability and likelihood that the individual will actually exercise control in this
perspective (Mik, 2016; Harris, 2016). Notwithstanding the fact that autonomy is a difficult concept to
grasp, useful approaches to this concept for this analysis are inter alia the negative perspective from
which Brownsword defines autonomy as the lack of externalities to influence or limit an individual’s
decision making or actions (2011; Mik, 2016), and the often made connection of autonomy to “the ability
to make choices and further one’s interests” (Radin, 2000 and Calo, 2014 as cited in Mik, 2015, p. 9). The
context is unlikely to ever be free of externalities influencing ‘choice’, but as Baldwin proposed, it
1

“A Smart Space is a physical space rich in devices and software services that is capable of interacting with people,
the physical environment and external networked services” (Davy, 2003, see also MZones, 2003).
2
A very well-known theory of note to mention here would be that technology is ‘scripted’ in the sense that the
human operator is to follow the script embedded in the technology, which thereby constrains the actions of the
human operator in the usage (Akrich, 1992 as cited in Howcroft, Mitev & Wilson, 2004). A valid argument in this
respect would be that “control requires competence” (Mik, 2016, p. 32).

matters whether the externalities can be identified and managed to a degree that preserves the individual’s
autonomy (2014 as cited in Mik, 2016). It seems highly probable that technology that transforms to better
serve the individual based on the collected and analysed information on this person would be found
‘guilty as charged’. Consequently, the concept of individual choice in the manner of usage and
information flow loses some of its shine in practice, and will come down to a lot of case-by-case
assessments. Nevertheless, for the purpose of developing a rudimentary definition and/or to distinguish
workable elements for privacy ‘beyond the screen’, the distinction in technological objects between those
with screens and those without, and between those with adjustable privacy settings and technological
objects without such adjustable settings is imperative, since no problem can be tackled without the
identification of the most prudent elements to look for in an assessment.
The category of ‘no adjustable privacy settings’ can be further divided into technological objects
with monitoring capabilities and those that do not possess that quality. This is where it gets really
interesting, since monitoring capabilities can be explained in two very different ways. First, from the
consumer’s perspective it can be explained as the (in)ability for the individual to monitor him or herself
what happens to information in one or both tiers, which would provide the individual with a better and
possibly more comprehensive insight to the ‘cost’ of using the technological object in question. The smart
thermostat ‘Toon’ does not provide for that ability, but a possible example that does could be ‘apps’ for
smart devices. Apps can and should be included here instead of under the category of ‘without a screen’,
because they do not merely provide for the possibility to be controlled or operated via another device that
functions as the ‘control device’ as is the case with the lighting systems; they are specifically designed to
be used on certain technological objects with screen, and are completely depended on those objects.
Moreover, a lot of apps today are meant to enable the human actor to control or operate other smart
objects remotely via their ‘home smart device’, which is contrary to the example of lighting systems
under the category of ‘without screen’. In addition, when an individual wants to download and install
these applications, generally he or she has to go through the list of other applications and additional
sources of information on the personal device that the provider of this application will gain access to
when the individual agrees with the provider’s terms. The individual does not really have a choice if
he/she wants to use this application, nor will any control be possible in retrospect when the general
consent is given prior to usage, but the individual can take notice of what kind of information may be
shared with this application and its provider. This means that in theory, the individual would be able to
monitor the collecting and transmitting of the data conducted by the app, and therefore make the choice
on whether to use the object. However, in practice this ‘choice’ does not allow for much autonomous
decision making by the individual due to all kinds of societal and practical factors relevant to the
(non)usage of the object (see Bohn et al, 2004; Van Wynsberghe, 2012; Harris, 2016).3
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As aforementioned, the strength and feasibility of autonomous decision-making of the individual can be questioned
with regard to the control exercised by the individual, but this is also true for the mere choice of ‘to use or not to
use’. An interesting comment in this respect is made by Shin (2014): “It is obvious that connected devices are
possible, but we are not exactly sure why we need them.” In principle, the aim of developing technology is that it
will become necessary and adds to the quality of life (Van Wynsberghe, 2012; Shin, 2014).

Second, from the perspective of the industry, monitoring capabilities can be divided into what
they (can) do with the acquired information, and to what influence the external actor(s) has (if at all) on
what happens in the first tier. Especially the latter brings on a lot of questions: can it turn itself on and
monitor on its ‘own initiative’? What is the relevance and what are the consequences for privacy when it
is not the company behind the product that provides for the behaviour after it has been purchased, in the
sense that both the consumer and business can only monitor the information (and in the latter’s position
possibly process and store this information) on which basis the object is acting? Smart objects are already
capable of interpreting and performing “intelligent operations on [their] own [and] behave with respect to
its functionality and its relevant surrounding environment” (Davy, 2003, p. 6; Kortuem, Kawsar,
Sundramoorthy & Fitton, 2010; Streitz et al, 2005), so aside from liability issues and risk assessments,
these questions are very relevant to privacy-related issues when more and more of such smart objects
enter the home, but also to ethical and sociological issues that arise in the scenario that the external
actor(s) can only account for the second tier information flow, and not for how the technological object
acquires information, and what it does with it. This is all the more pressing if there are several
technological objects with two-tiered capabilities from a different nature, both in task and position in the
house (e.g. the connection and sharing of information between an object situated in the bathroom or a
bedroom with an object in the living room), that share information while they have different external
actors outside of the home to provide with the information they acquire, as well.
According to Denning, Kohno & Levy, the home, with its private and semi-private spaces and
“[i]nterpersonal dynamics [of residents with] varying levels of security expertise, and different social and
technical preferences all contribute to complicating the home technology security landscape” (2013, p.
96). This is also true in the context of privacy when all these objects are interconnected. When one would
apply this scenario to the smart coffee machine, it could refuse to give coffee to you because you have
already consumed more than usual, or perhaps because it can connect to your smart phone via which your
GP has told you to slow down on your caffeine consumption. This might already be a scary thought due
to the autonomy with which the smart object operates, thereby effectively taking away the ability of the
human operator to choose for him or herself (see Mik, 2016) completely, but an accompanying issue
would be the fact that it could also refuse to accommodate fellow residents. While this is already
problematic, this is (just) about coffee. What happens when the refrigerator denies other residents access
to food inside the fridge? This could be prevented if the smart coffee machine (or refrigerator) were able
to identify the human operator directly (not based on previous analyses). However, to have this kind of
technology embedded in every technological object in the house while they are working autonomously to
such an extent may be deemed very undesirable under the existing legal and ethical framework on
privacy, especially when it involves a family with children (Dobbins, 2015). In the case of multiple
residents, another relevant question to as is: whose directions should be granted the most weight? How is
this determined, and by who, or perhaps by what?
Also relevant here is the inability for the external actor to only allow for certain information
necessary for the functioning of the technological object to be collected instead of unsolicited and
unlimited ‘mining’ by the object, itself, but one could also argue that this inability would also prevent the
external actor from ‘mining’, himself. Even though the latter is a very compelling argument that should
not be ignored, especially when one takes the security issues in mind that also accompany the

developments in smart technology (Denning, Kohno & Levy, 2013), the idea of having a human operator
that is able to intervene and can be held responsible instead of an object in your house as the sole operator
behind the collecting of information might still be preferable due to some of the persevering issues in the
current state of implementing ethics into technology when it involves such a privacy-sensitive space as
the home (Van Wynsberghe, 2012). The home, particularly, is arguably the centre of our privacy,
“because of the role that private space plays in preventing access to intimate activities” (Koops et al.,
2016). If the technological objects inside our home affect the protection offered by the home from the
inside out, it is time to take another look at the objects of privacy protection, and in particular at the
objective of data protection. The latter will be assessed in Part II to see whether it is able to weather
today’s and tomorrow’s challenges with regard to privacy beyond the screen, with the objective to
establish the diversity of the problem in respect of privacy protection in an increasingly smarter home.
This will pave the way for more specific case assessments in which other objects of privacy can be linked
to certain technological objects alongside informational privacy.

PART II: SPECTRUM OF ‘BEYOND THE SCREEN’
II.1 The objects of privacy
To illustrate the concept of privacy beyond the screen and the related problems, while demonstrating the
importance of a broader notion of privacy than just informational privacy, a further analysis of the
examples of the ‘no screen’ categories will be conducted, along with a more general analysis of the ‘no
monitoring capabilities’ category. For this elaborated comparison, the scene must first be set to allow for
a more comprehensive case-by-case analysis in respect of some of the impediments that can be observed,
which will be done by means of an analysis of the objective pursued by data protection in the light of the
European Convention on Human Rights (hereinafter: ECHR) and law of the European Union, and of
other objects of privacy protection relevant for the case assessments. Apart from data protection, there are
five main objects of privacy relevant to the case assessments conducted below: privacy of the home,
property, and of person (e.g. thought, autonomy, bodily integrity). In order to further demonstrate how
apparent and pressing this problem is, some of the relevant related problems for privacy will be further
outlined via the case assessments on some of the smart objects relevant for the category of ‘privacy
beyond the screen’ that are mostly situated inside the home, by tying them to these objects of privacy. The
case assessments will allow for a more comprehensive illustration of some of the ethical and sociological
problems that arise in this area, in addition to the more general analysis on some of these issues already
addressed above in Part I.I and I.2.
Finally, it must be pointed out that attention will not be paid to the positive or negative nature of
the protection provided for in the legal instruments mentioned above, nor to the distinction between the
freedoms and rights, simply because that is not necessary to determine the objects of privacy, but mostly
because a more general analysis is more beneficial to the objective this paper aims to achieve.
II.1.1 Data protection
In Europe, there are two clearly distinguishable legal systems (apart from the European states) in which
data protection has been regulated: the Council of Europe and the European Union.

Under the Council of Europe, data protection or information privacy is part of the general “Right
to respect for private and family life”.4 A right to data protection has been recognised and developed via
the case law of the Strasbourg Court, as well as the horizontal effect of this Article, which has become
widely acknowledged, even though it was initially meant to protect the individual against the state
(Cuijpers, Leenes, Olislaegers & Stuurman, 2011; Koops, 2011). The Council of Europe, as a leading
human rights organisation, aims:
“[To] secure in the territory of each Party for every individual, whatever his nationality or residence,
respect for his rights and fundamental freedoms, and in particular his right to privacy, with regard to
automatic processing of personal data relating to him ("data protection").”5
In the legal framework of the Council of Europe, data protection applies to the automatic processing of
personal data, which includes inter alia the storage, retrieval, and conducting of logical and/or
arithmetical operations on any type of data capable of identifying an individual. Arguably, some of the
functions of intelligent and smart objects would seem to fall within this scope, as well as the activities
performed by the external actors on the other end of the processes.
In the legal framework of the European Union on data protection, the objective is the protection
of “fundamental rights and freedoms of natural persons, and in particular their right to privacy”.67 The EU
aims “to ensure free movement of personal data while guaranteeing a high level of protection for the
rights and interests of the individuals to whom such data relate”, as argued by the Court of Justice of the
European Union in Kingdom of Sweden vs Bodil Lindqvist (2003, para. 96) in its preliminary ruling.
In the European legal framework on personal information both individuals and the private industry are
addressed, alongside the government of the Member States, so it seems that it provides for horizontal
effect to some extent, as well (Cuijpers, Leenes, Olislaegers & Stuurman, 2011). In this legal framework,
guidance is provided on what types of data are included in the definition of personal data by which natural
persons can be identified, and any form of operation of such data should comply with the rules and
principles of EU legal instruments on data protection.8
4

Article 8 ECHR.
Article 1 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data,
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It is clear from these legal frameworks that data protection also contains a part that has nothing to
do with privacy, because not all data is of a personal nature, nor does “all personal data [relate] to the
personal life” (Koops et al., 2016, p. 45). This means that if the main focus is on data protection instead of
on privacy, other objects of privacy and non-identifying, privacy-sensitive information about those
objects are excluded from the scope of data protection. The protection of other objects of privacy in
addition to data protection is thus imperative, as will be demonstrated by the case assessments.
II.1.2 Privacy of the home
In particular the home is interesting when considering the ‘Internet of Things’ with all the type of smart
objects making their way into our homes, and the reasonable expectation of privacy one may have for the
combination of a specific place, situation, and the type of activity commenced/service of the object used.
Privacy of the home is very broadly defined in the legal framework of the Council of Europe and
in the case law of the Strasbourg court:9 The home is “where one lives on a settled basis”, which basically
includes all living spaces except for “temporary long-term accommodations” such as holiday homes
(Kilkelly, 2001, p. 19). In Niemietz vs. Germany (1992), the Strasbourg Court stated that even the
professional life and office may be covered by privacy of the home (Koops, Schooten & Prinsen, 2004;
Buisman & Kierkels, 2014; Koops et al., 2016), because the distinction between personal life and the
professional life cannot always be made clearly due to overlap between the two. A relevant factor here
could be the type of job, since some professions may complicate the making of this distinction by their
very nature (Koops, Schooten & Prinsen, 2004). Presumably, this will only become more difficult with
the introduction of more intelligent and smart objects into the home, since more and more processes will
be controllable and discernible from both inside and outside the home (Koops & Prinsen, 2015). This may
ultimately change the function of the home (Koops & Prinsen, 2015).
One of the problems with privacy of the home is that, while many may have had their
reservations or have been alarmed by certain stories about or experienced discrepancies in the usage of
intelligent or smart technology, the real awareness of how all their processes increase the ‘transparency’
of our walls and curtains has yet to find its way to the public at large (Koops, Van Schooten & Prinsen,
2004). This also applies to the information given prior to letting people and technologies into our house:
how informed is this consent, really? Has the obtaining of consent been reduced to a mere formality of
good form? In the situation that someone would use technology to circumvent the privacy of the home to
look into the home or listen in, or access information situated inside the home, this personal freedom
would be breached. As pointed out in Part I, technology is becoming more and more sophisticated, and
the average individual will not be able to follow the processes and realise when objects inside the home or
outside the home are being (mis)used by external actors (Röcker, 2010).
II.1.3 Privacy of person
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Apart from this elaboration on privacy of the home and the new problems posed to it by the development
of the Internet of Things and the ‘home invasion’ of intelligent and smart objects, other objects of privacy
also deserve some attention. The third relevant category for the case assessments is the object ‘privacy of
person’, which covers both the intellect and the body of the individual. Other potential forms linked to
this object of privacy are privacy of opinion and expression, privacy of autonomy, and privacy of identity
and/or reputation (Koops et al., 2016). Privacy of opinion and of expression serve to some degree as a
form of privacy protection, but are often postulated as separate rights, as, for example, in both the ECHR
and EU Charter.10 Nevertheless, these objects of privacy will in the case assessments prove to be very
relevant for the protection of privacy. In addition, autonomy has been defined in Part I merely as the
ability to make decisions free from (unidentified) externalities, but it is an implied element of privacy as
well, as has been pointed out by inter alia case law on the general Article on privacy of the ECHR.11
Since the general Article on privacy of the EU charter is also based on that of the ECHR, the same
applies. It is more an inferred right from inter alia the general Article, the right to respect for the integrity
of body and mind, and freedom of thought, conscience and religion.12 The close connection between
privacy and autonomy is thus apparent from both these European legal instruments. For the purpose of
this paper, the focus will be more on the mental side of this category of objects of privacy, in particular
privacy of thought, opinion, and decision.
II.2 The case assessments
The objects on which this assessment will be performed are ‘Hello Barbie’, a lighting system, the smart
thermostat ‘Toon’, and the applications for smart objects for which the focus will be on Fitbit, a fitness
tracker which combines wearables, a phone app and an account. For the case analyses, the methodology
followed will start with briefly looking into the functionalities of the object of the assessment, and to what
extent the object works or has the capability to work autonomously. This will be followed by pointing out
some of the impediments of what this means for the autonomy and trust of the individual in respect of
usage of the object in question. Finally, the assessment will focus on the aforementioned objects of
privacy that are affected by the technological object in question. Here, the aim is to show the overlap of
informational privacy with these categories of objects of privacy, while at the same time demonstrate the
distinctness of all objects of privacy to illuminate some of the shortcomings of the focus on data
protection as the main source of privacy protection in the smart(er) world. Furthermore, the focus will be
on the obtaining of information and not on how it is processed after it has been acquired, or the effects of
(divergent or wrong) conclusions that may be drawn based upon the information retrieved.
1. ‘Hello Barbie’
According to Mattel’s fact sheet (“Hello Barbie FAQ”, 2015), ‘Hello Barbie’ is a fashion doll meant as an
interactive toy for children from the age of six (manufacturer’s recommendation). Children are able to
have two-way conversations with this doll, and can play interactive games, since the doll features speech
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recognition and is able to ‘learn’ from ‘play history’ to tailor conversations, but it does require a WiFi
connection to do so (“Hello Barbie FAQ”, 2015; Taylor & Michael, 2016; Manta & Olson, 2015). The
doll has a button through which it can be turned on; if this is not pressed it should just be a regular Barbie
doll, which can be verified simply by checking whether the light of the doll is on (“Hello Barbie FAQ”,
2015).
Parents can monitor, and save or delete the ‘play history’ of the doll with their child via an app
that needs to be downloaded first onto a compatible smart object (“Hello Barbie FAQ”, 2015). The ‘Hello
Barbie’ doll should be fully controllable by the child and his or her parents, for it cannot turn itself on or
collect on its own merits (“Hello Barbie FAQ”, 2015). The doll cannot search the Internet or connect with
other ‘toys’, but it can connect to the ‘secure’ servers of ToyTalk (responsible for the speech recognition
technology) in the cloud to access dialogue lines (“Hello Barbie FAQ”, 2015; Manta & Olson, 2015). Due
to its learning capabilities, it is, however, able to steer the conversation away from past conversations to
keep the experience ‘fresh’ and ask questions (“Hello Barbie FAQ”, 2015). Mattel has indicated that these
questions will not entail anything inappropriate (e.g. she won’t ask for or respond to the child’s name and
is programmed as to prevent any cussing) nor are they meant to obtain personal information (“Hello
Barbie FAQ”, 2015). While this sounds reassuring, one reporter who was testing ‘Hello Barbie’,
nevertheless, found that the doll “prompts those conversing with her to divulge information about
themselves, but when the focus is on her she quickly changes the subject to invariably gender-normative
subjects” (Jason, 2015 as cited in Taylor & Michael, 2016, p. 8).
The doll is thus found to make the child divulge its thoughts and opinions. The child, obviously,
has little say in his or her privacy with regard to the usage of the smart toy, nor is it likely that it
understands that its privacy is violated by its beloved doll, parents, ToyTalk and everyone ToyTalk
provides with access (Taylor & Michael, 2016). This means that not only the privacy of thought and
opinion are affected, but also the autonomy and privacy of autonomy. In addition, if the findings of the
reporter are true, there could be a problem here with regard to the mental, economic, cultural or social
data collected on the child, by which it might be identified.13 Even if this is not the case, it remains a
fearsome violation of privacy and autonomy to monitor everything individuals say in a private
environment without their knowledge (Campbell, 2015). The latter is even more problematic when
considering that the child lacks the ability to understand this practice, which means that even if the child
knew, it would be unable to make the assessment for itself whether the ‘cost’ of using this smart object is
outweighed by the gains. The problem for the privacy of the child here is that informational privacy does
not extend to the ‘object of protection’ under e.g. privacy of thought. The information qualifying as
personal data is covered by data protection, but the thoughts, creativity, opinions and beliefs of the child
in question uttered in and affected by the ‘conversations’ with the doll are not. The additional protection
of privacy of thought and of autonomy are thus imperative here. Even if it would not be possible to
identify the child by the extensive amount of data, it is clear that the other objects of privacy are
compromised. The consequences of this practice in the future for the autonomy of the child and its trust in
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his or her environment are not yet known since ‘Hello Barbie’ has been brought onto the market very
recently, though it is hard to imagine that there will be none.
An interesting point of view in this respect is offered by dr. Sherry Turkle, who argued that
“sociable robots such as Hello Barbie offer pretend empathy, but they have no empathy to offer because
they don’t know the arc of a human life. They can deliver only performances of empathy and connection”
(as cited in Campbell, 2015). The Hello Barbie doll will thus be partially ‘responsible’ for the
development of a child’s understanding of empathising with others, while it is only a commercialised
doll. This could clearly interfere with the self-development of the child. The fact that some of the data
falls within the scope of data protection does not affect the interference with the self-development of the
child in question, nor does it prevent the processing of any data on the child that is not necessarily an
identifier. Data protection will thus fall short in protecting the privacy of a child using the Hello Barbie
doll.
The same is true for the privacy impediments caused by the gender-normative and superficial
lines issued by the ‘Hello Barbie’ doll. The script of the doll is interfering, steering and influencing the
conversations, interests, creativity and overall development of the child (Taylor & Michael, 2016;
Gleason as cited in Campbell, 2015), which evidently affects the privacy of autonomy of the child playing
with it. This means that the child is pushed to divulge its thoughts and opinions, and then nudged or
redirected to the ‘right track’. If a child keeps hearing that fashion is important, which seems to be one of
the catch phrases of the doll (Taylor & Michael, 2016; Campbell, 2015), it will certainly have an impact
on the child’s perception of what his or her priorities should be, even if we do not know for sure yet what
the repercussions will be. In addition, the doll is being updated regularly to be able to talk about topics
that are up-to-date, such as about movies and music artists (Campbell, 2015). This may also affect the
decision-making abilities of the child (Koops et al., 2016), since the child does receive information of a
commercial nature of inter alia movies, music, and topics such as fashion. The doll is provided with the
topics to discuss, so the child is naturally directed towards those topics included in the lines (“Hello
Barbie FAQ”, 2015). The industry would never use this to their commercial advantage, now would they?
While this is already worrisome and problematic, the real danger lies in what is to come. If the
main focus would remain on the protection of a limited definition of personal data, what will happen
when Hello Barbie evolves, gets ‘friends’, and a range of smart objects are offered to create the ultimate
‘Barbie world’? This may seem dramatic, but not so long ago, the smart Hello Barbie Doll House was
introduced. Furthermore, the next logical step is the Hello Barbie dolls being able to talk amongst
themselves as well when the child plays with multiple dolls at the same time. The children’s room is
filling up with devices capable of spying on them, their friends, and on their family. As regard the
‘evolving’ of Hello Barbie, it might be very possible that it is deemed desirable to make the doll even
more ‘real’, for example, by giving it the ability to respond to certain emotions of children and initiate a
conversation on its own merits. Will data protection be up to the task to protect the privacy of the child in
question, and everyone close to it?
2. The lighting system
The lighting system that is the object of this case assessment is part of the ‘Loxone Smart Home (Loxone,
n.d. a). The ‘Smart Lighting’ of this system is controllable both remotely via an app and manually by

simple switches or a simple remote controller, but it can also function as an autonomous smart system
using sensors (Loxone, n.d. a). Different scenes can be selected with Smart Lighting, such as an everyday
scene for which lights are triggered when you trigger motion sensors by entering a room (Loxone, n.d. a).
These scenes can be adjusted to the preferences of the individual, and can be set for certain parts of the
day (or night) (Loxone, n.d. a). Other features are, for example, the ability of the system to initiate the
fading of the lights automatically when sensors pick up that the sun is going down, but it remains possible
for the individual to change the lighting settings if he or she wishes to (Loxone, n.d. a).
This system was made for a smart home using a central hub, and is thus meant to connect to
present smart objects inside the home, which means a great deal of trust is necessary in the technology
and the service provided to allow for a partly autonomous system to ‘run the home’ (Loxone, n.d. b). For
example, according to the website, when the individual is not at home but the motion sensors are
triggered, it can trigger the alarm and alert the individual to the presence of someone inside the home
(Loxone, n.d. a; Loxone, n.d. b). When the sensors are not triggered, the system can turn off other objects
in that room (Loxone, n.d. b). Although the system can be controlled without an Internet connection, the
ability to access remotely, monitor and control will be limited (Loxone, n.d. b). This means that the
individual can control the lighting system with regard to its primary function, which is providing light in
the home, but not the connection it makes to other smart objects inside the home or the information it
retrieves from these connections and about its own functioning. The central hub is meant to be online at
all times supposedly to provide the best service, and to allow for updates to be installed and a current
news feed. The information provided on the website indicates that all information is only saved locally on
the central hub, but there is no talk about their access to that information (Loxone, n.d. b; Loxone, n.d. c).
The “Terms and Conditions” refer only to the “Data Protection Statement” in terms of privacy (Loxone
Electronics GmbH, 2013), which in turn only makes reference to personal information such as contact
information, and not to collected information inside the home on inter alia the usage of ‘Smart Lighting’
or of the technological objects it is connected to. Moreover, according to the ‘Data Protection Statement’,
the office Loxone Electronics GmbH is responsible for the collection, processing and use of the personal
data of their clients (Loxone Electronics GmbH, n.d.).
Even if the promises with regard to the collection, processing and storing of data are true, there is
still a lot of data accessible (via the first tier information flow) to the service provider via the central hub
about what goes on inside the home when an Internet connection is established. With regard to the
lighting system, it relies on sensors that are connected to other smart objects inside the home, as well,
which means a lot of information is going back and forth on the behaviour of residents (Loxone, n.d. a;
Loxone, n.d. b).
Furthermore, the fact is that the sensors of the lighting system provide a lot of information to
external parties and possibly to other residents. The amount of information that can be retrieved from the
home without the knowledge of the residents is more extensive than a few decades ago (Koops & Prinsen,
2015). The walls and curtains will not shield residents when the home is becoming ‘smarter’, and more
and more technology is being improved and developed that can be used to enter ‘technologically’ (Koops
& Prinsen, 2015; Koops, Schooten & Prinsen, 2004). Service providers of other smart objects presumably
have not made promises about refraining from playing a part in the information flow between sensors,
other smart objects, and the central hub. Even if they would, there would be limitations to this ‘self-

restraint’, since smart objects require a lot of information by their very ‘nature’. As pointed out several
times already, data protection only has a limited scope, and will thus not cover all data that is processed
inside (and possibly via other smart objects outside) the home.
In addition, other residents can look into the central hub and check what everyone else has been
up to that day by being able to see, for example, what lighting scenes, rooms and other smart objects have
been used. All that information on that central hub inside a home also brings on security risks. The
awareness of this potential invasion on the privacy of individuals, more in particular privacy of the home
and their behaviour in this private space, may affect the behaviour of residents inside homes with such
systems. The realisation that you may be watched, without knowing for sure whether this is the case may
add to the overall distrust that could be caused by the increasingly smart(er) environment and the feeling
of losing control (Von Locquenghien, 2006 as cited in Röcker, 2010). This sense of distrust may also
affect how individuals interact amongst themselves, even inside their own home, rendering the protection
of this personal freedom pursued by privacy of the home ineffective in practice (Röcker, 2010; Koops,
Schooten & Prinsen, 2004). The protection of personal data will not be able to mitigate the impediments
of this practice on privacy of the home and of behaviour, nor on the actual negative effects on the
behaviour of individuals inside the home caused by those impediments.
Finally, it must be said that addressing these impediments will only become more pressing as the
Internet of Things progresses. One cannot build successfully on a rickety foundation. The more
standardised these systems become in homes, and the more smart objects are connected to such systems,
the more problematic they will become without sufficient privacy protection. The risk of individuals
losing their trust in their surroundings should not be underestimated. Attention for autonomy of the
individual and for other objects of privacy than just personal data is of vital importance for their trust in
their environment, particularly when it comes to privacy of the home.
3. The smart thermostat
The smart thermostat ‘Toon’ is a technological object through which an individual can regulate the
temperature in the home, and monitor the amount of electricity and gas used (or gained from e.g. solar
panels) in the household at all times, in addition to monitoring other devices such as a smart fire alarm or
even smart lamps when linked (Eneco B.V., n.d.). It can even help determine which devices inside the
home are the least friendly to the overall usage and costs of your energy consumption (Eneco B.V., n.d.).
The smart thermostat requires a WiFi connection, and needs to be linked to the gas or electricity meter
reader and central-heating boiler. It can be fully operated directly through the screen of the device itself,
but if considered desirable, it can also be controlled remotely through other smart objects in the house
such as via a tablet or iPhone for which an app can be downloaded (Eneco B.V., n.d.).
This particular smart thermostat is mostly part of a service contract, for which the privacy
statement says that the necessary personal information can be collected, processed and stored (Eneco
N.V., 2016a), but nothing is said about their direct access to information situated on the thermostat. For
the app to control the smart thermostat remotely, the only additional article on privacy entails that the
usage of the app requires the company to send the personal information established by the thermostat to
the smart devices on which you have installed the app (Eneco Consumenten B.V., 2015). It does not turn
itself on or off, since it is meant to be on at all times, but it collects all the data on your energy

consumption autonomously. If the thermostat is linked to other smart objects, it may in addition collect
data with regard to the usage of those objects, but this is not shared with the company itself unless the
individual has given his consent hereto (Eneco B.V., n.d.; Eneco N.V., 2016a). Nevertheless, other smart
objects need to be linked to the thermostat by the individual him or herself, and so far, it should only be
possible for a determined number of objects in line with the services provided by the thermostat, namely
the smart fire alarm, hue smart lamps, solar panels, and smart plugs (‘Koppel Toon® aan slimme
apparaten’, n.d.; Eneco Customer Service, personal communication, August 19, 2016). This is a positive
development in respect of the autonomy of the individual versus the autonomy of the thermostat, since the
individual has control over which other smart objects inside and around the home the thermostat can
connect to.
In addition, all the collected data can be accessed and deleted by the human operator from the
smart thermostat, yet data remains accessible for the service provider (Eneco Consumenten B.V., 2015;
Eneco N.V., 2016a; Eneco Customer Service, personal communication, August 19, 2016). However, due
to the lack of adjustable privacy settings and the vague, broad terms in the subsequent privacy statements
on the possibility that something may or may not be accessed or transmitted to the provider, it is not
possible for the individual to discern whether this has occurred. In addition, the fact that it is not possible
to personalise privacy settings on a device as such, with such a potentially prominent role in the home,
nor follow the (content of the) information flow, does not really add to the privacy and trust of the
individual in his or her environment (Eneco Customer Service, personal communication, August 19,
2016).
It could be argued that any type of moderately autonomous object that is intelligent or smart
would affect autonomy and trust. Whether these objects would be encroached upon would then depend on
whether its functioning corresponds to the actual wants and needs of the individual (Mik, 2016), instead
of to those towards which the individual was pushed by unidentified externalities (Brownsword, 2011;
Baldwin, 2014 as cited in Mik, 2016). In this case, the thermostat is a smart object, but it does not think
for the individual; it is meant to support the individual by providing him or her with more insight into his
or her consumption and costs to enable the individual to make a more informed decision and thereby
increase control. When this thermostat is compared to the ‘Nest’, the latter thermostat is a lot smarter in
the sense that it can learn what the habits and preferences are of the individual, while ‘Toon’ cannot
(Hijink, 2016). With a smarter thermostat such as ‘Nest’, it can only accommodate the needs and
preferences of the individual if the individual lives a very predictable, routine life (Hijink, 2016). The
autonomy of the individual is preserved more by ‘Toon’ since he or she can program the preferences and
alter them when the individual desires to do so.
Furthermore, a smarter thermostat such as ‘Nest’ could become even more problematic for the
autonomy and trust of individuals in their environment if there are several residents in one home
(Denning, Kohno & Levy, 2013): whose needs and wants should be accommodated? In the latter case,
this could have significant ramifications for the trust the individual has in its environment, since he or she
has trouble controlling what happens inside his or her own home, especially when more smart objects are
connected to such a system capable of directing the household to such an extent (Röcker, 2010). The
latter consideration is the main reason why trust is vital for smart objects and central systems such as the
central hub discussed above and the smart thermostat Nest. If it works properly and is able to foresee the

individual in all his or her needs, desires (within reason) and increase control, and its functioning can be
followed and understood by the individual to a certain degree, it will mitigate some of the trust issues and
reserves individuals may have about smart(er) environments.
Due to these similarities between the lighting systems discussed above and this smart thermostat,
the same privacy considerations are relevant with regard to privacy of the home and behaviour of
individuals. Therefore, it is more beneficial to focus on other (potential) impediments for privacy,
autonomy and trust in this case assessment. With regard to behaviour inside the home, the smart
thermostat ‘Toon’ provides users with the opportunity to compare their energy consumption to that of
other ‘Toon’ users in their neighbourhood. Although there do not seem to be any publicly known cases or
complaints in this regard, it seems only likely that individuals will start to compare and alter their
behaviour when the energy consumption by neighbours is much less or much higher, even if it is not
possible for individuals to determine the identity of those neighbours. Notwithstanding the fact that a race
to the bottom could be a positive consequence, it does seem quite similar to nudging, which is a popular
subject in ethics. Even if it would be ‘good’, which is a matter of perspective, forcing or influencing
people in such a way as to make them make different choices without them realising the degree to which
externalities have guided them towards those decisions affects both the autonomy and behaviour of the
individual inside his or her own home (Brownsword, 2011; Baldwin 2014 as cited in Mik, 2016).
Although this example may not seem that intrusive, the object of this analysis is not just situated in the
home, but is also capable of partially running it. As argued above, such an object requires a great deal of
trust in order for it to effectively accommodate the individual. If you were to consider the fact that our
trust is put in a smart object that is of such potential prominence in arguably the ultimate private space,
while it is capable of directing our decisions, opinions and behaviour inside that space without most of us
being able to identify its ‘push’, one may start to feel a bit more uneasy about the power such a smart
object has. This is all the more true when more smart objects make it into the home capable of being
linked to the smart thermostat. Apart from the lack of privacy settings, Toon is now still very much under
the control of individuals. This may change when its range and compatibility with other smart objects
increases inside the house, just as with the lighting system.
The fact that all this information is accessible to the service provider via the smart thermostat, and
that some of this information (though anonymised) is shared with other Toon-users compromises not only
the information about other objects of privacy identified as relevant here, but also the area beyond that. It
is not just about the information; the objects of privacy such as the decision-making and behaviour of the
individual inside the home is not protected by data protection unless it entails personal data (Koops et al.,
2016). Admittedly, most of the time individuals provide external actors with the access to their personal
information themselves, but that does not mean that they have given up on their privacy and consent to
have those service providers make extensive and invasive profiles on them. An individual may not mind
sharing bits and pieces, but while single act alone may not say much about an individual, the compilation
of everything that goes on inside a home certainly can. There is a reasonable expectation of privacy inside
the home, even if the services of third parties are used. Presumably, the overall emerging practice to
entrust third parties with personal information is key to the present-day mobility of both the individual
and their information. Admittedly, trusting third parties such as Google as a safe keeper of personal
information may indeed affect the reasonable expectation of privacy negatively (Koops, 2011; Mik,

2016), but the mere use of the services of a third party in this way in itself should not. This mobility of
individuals and information is essential to the success of the smart world, and is also one of the key
objectives of the European Union. However, there is still a lot to be said about the variating
trustworthiness of third parties (Mik, 2016; Koops, 2011). As aforementioned, these new technologies
and services are not just a new or updated version of what once was; they are technological developments
capable of bringing on significant changes in society in both behaviour and communication (Koops,
2011). This may simply be one of them. This should not affect the reasonable expectation of privacy an
individual has in the home when such services are used, especially not when one considers the power
gained by some parts of the private industry over the years.
4. Fitbit
Fitbit is a fitness tracker that can be used to monitor the number of steps the human user has taken, and
provide guidance on weight and nutrition goals (Hilts, Parsons & Knockel, 2016; “Why Fitbit”, n.d.). In
addition, it can provide the human user with insight into personal health information such as the
individual’s heart rate or the quality of sleep, although this does not include gender specific features such
as the menstrual cycle (Hilt, Parsons & Knockel, 2016). Fitbit is meant to empower individuals to
maintain a ‘fit’ lifestyle or improve it (Hilts, Parsons & Knockel, 2016; “Find Your Fit”, n.d.).
The nature and extensiveness of the information collected depends on the type of wearable Fitbit
device(s) used (“Fitbit Privacy Policy”, 2014; Hilts, Parsons & Knockel, 2016). The wearables are able to
track the footsteps of the individual with their sensors, and “when combined with those integrated with
mobile phones …, which are often accessible by installed fitness tracking mobile applications, can often
be used to automatically collect far more information [than] just footsteps” (Hilts, Parsons & Knockel,
2016, p. 6). The wearable Fitbit device uses Bluetooth to transmit the data it has collected to the Fitbit
app, which can be installed on devices such as the smart phone or computer (“Fitbit Privacy Policy”,
2014). The Fitbit devices have a screen, as is also required of the device on which the app can be installed
or the account is managed (“Let’s Get Down”, n.d.). While Fitbit does not allow for privacy settings, the
individual using Fitbit should know exactly what he or she shares: everything (“Fitbit Privacy Policy”,
2014; Weinstein, 2015; Maddox, 2015). Alongside all that the wearable is able to register of what the
individual does, this fitness tracker also collects personal data such as the age, weight and gender of its
user (Macdonald, 2016; Hilts, Parsons & Knockel, 2015). The Fitbit device automatically synchronises
stats wirelessly via a Bluetooth connection to inter alia the phone on which the app is installed or via the
individual’s account, as well as to the Fitbit servers (“Fitbit Privacy Policy”, 2014).
Furthermore, according to the privacy policy of Fitbit location features need to be activated to be
available, but the devices have fixed identifiers and are not endowed with Bluetooth Privacy (“Fitbit
Privacy Policy”, 2014; Macdonald, 2016; Hilts, Parsons & Knockel, 2016; Weinstein 2015). When the
Bluetooth connection is turned off the devices can still be traced via the fixed identifiers of the wearables,
and leak information (Macdonald, 2016; Hilts, Parsons & Knockel, 2016, 2015; Weinstein). There have
also been cases of informational leakage, for example, in 2011 profiles of Fitbit users were publicly
visible via a Google search due to the fact that the owners of those profiles did not recognise what the
default privacy settings of Fitbit entailed (Weinstein, 2015; Rao, 2011). In addition, when the wearables
transmit information all log data is collected (“Fitbit Privacy Policy”, 2014), and when custom workout

mapping features are being used, or have just been used, location information is transmitted over the
Internet as well (Hilts, Parsons & Knockel, 2015). Despite the fact that it is possible to delete some types
of information on the individual’s Fitbit, with some services it requires the deletion of those services
entirely (“Fitbit Privacy Policy, 2014), while for others it is found to be a complex process due to the
interconnectedness of databases (Maddox, 2015). Even when the wearables are not worn, Fitbit is able to
register the inactivity of the wearable, and if the individual has not undertaken any action to unable these
processes, can still track the individual to some degree through other sensors such as of a smart phone
with the app. The individual thus can protect his or her own privacy somewhat by taking additional
action, but is generally unable to exercise ‘control’ over his or her Fitbit in its functioning and data
collecting if the individual wants to continue to use its services (Maddox, 2015). Furthermore, it is of note
to mention the conclusion drawn by Adamic (2015) that Fitbit compromises the individual’s own analysis
and awareness of his or her own body since the fitness tracker provides the individual with information on
his or her physical needs based on quite basic and limited information. This is a very interesting find
when considering the individual’s autonomy and the trust required by Fitbit of the individual in its
processes. Fitbit can tell the individual to exercise more while he or she may already be in optimum
condition, or that he or she has had a bad night of sleep before he or she may even realise it by him or
herself. Due to the quantity of information provided (and collected) by Fitbit on the body of the human
user, this could result in the individual just ‘taking Fitbit’s word for it’. The individual could start acting
accordingly, while he or she may not have acted differently had the individual not been told that he or she
was tired. Another example would be that the human user of Fitbit is basically told over and over by
using Fitbit what he or she does wrong, which will undoubtedly affect the thoughts, opinions and
ultimately the behaviour and decisions made by the individual. However, the extent to which may vary
largely from individual to individual. Also, this is not necessarily negative, since one of the motives to
use Fitbit seems to be the desire to be more aware and to get pushed more in order to achieve a healthier
lifestyle (Malhorta, 2015; Adamic, 2015), but the fact remains that the awareness and autonomy of the
individual is compromised.
Hilts, Parsons and Knockel (2015) explain that one of the reasons to conduct their research was
the trust issues expressed among consumers in relation to the extensive data collection (not the
autonomous functionalities), and with the considerations above in mind, it seems that there are indeed
plenty of reasons to justify consumer’s concerns in this regard. In addition, Fitbit “retains personally
identifiable information (PII) as long as a user maintains an account, and only deletes accounts after
individuals contact the company’s support agents requesting a deletion” (Hilts, Parsons & Knockel, 2015,
p. 43). While their definition if personal data is broader than just contact information, which is in fact
positive for the individual’s data protection, it falls within their discretion to determine whether
something is capable of pointing towards a particular individual in respect of the extensive amount of data
that is shared by the human actor using Fitbit. As has been found by some, Fitbit does not consider most
of the data shared by the individual as ‘personal’, which is apparent from their privacy terms on the
amount of ‘wiggle room’ they have allowed themselves in handling the collected information (Weinstein,
2015; “Fitbit Privacy Policy”, 2014). Moreover, the large amount of data collected may be
pseudonymised, or even anonymised, but when profiles contain a lot of detailed information, it seems
likely that many of these profiles could be connected to certain human users. This is likely to increase in

the near future, since both our phones and the wearables of Fitbit become more sophisticated and smart
with each updated version, so the data collected may increase as well in both its quality and quantity.
Arguably, if the same ratio as in the other case assessments is applied, this also affects the
privacy of thought, autonomy and behaviour, and privacy of the home. Individuals are encouraged to
insert goals and additional personal information about themselves, including what is important to them
and what they want to achieve (“Fitbit App”, n.d.; “Fitbit Privacy Policy”, 2014). However, the thoughts
and opinions themselves, again, are not protected under data protection. On the contrary, they may not be
linkable to a specific human user, which means that Fitbit’s privacy terms would not identify it as
personal identifiable information, and neither does European data protection law, both under the regime
of the Council of Europe and in the EU. However, the fact that the chances are slim that a person can be
identified by information consisting of thoughts and opinions does not mean that the individual wants that
type of products of the mind to go further than him or herself, without being able to control what happens
to it after it is inserted. Privacy of thought definitely goes further than just the information about its
object.
Moving on, the next relevant object of privacy is privacy of the home, because this fitness
tracker does not stop when the individual enters his or her home. It is more than likely that a wearable that
(with a little help from possibly the human user’s phone) tracks every move of the user will also catch
him or her doing a lot of intimate activities, like bathroom breaks and activities of a procreative nature,
but also general information such as on what floor you are. The more connected sensors and the better the
quality of them, the more specific information can be collected on the way the individual moves, and
what combinations of movement, altitudes, breathing, and even standstills mean. This is interesting, since
the EU “outlaws, in the absence of proper legal safeguards, the processing of ‘sensitive’ data, such as on a
person’s … health, or … sexual life.” (European Union Agency for Fundamental Rights, 2014, p. 16).14
Furthermore, it may also affect the behaviour of individuals inside their own home for the same reason.
The individual may alter his or her behaviour (unconsciously) due to the ‘awareness’ of being monitored
all the time. This may be the desired effect by some, but it is also important to consider that an alternative
motive would be the fact that the individual desires to keep certain things hidden.
Another possible object of privacy that might be of relevance here is the body: while it is not the
movement of the individual him or herself or touching of the body by others that is restricted, it is the
information on the functioning of the body, and what activities are conducted to explain the functioning
of the body. All this information together certainly makes for a higher probability of an individual being
identified. Even if this would not be possible legally, this information could technically be matched to
medical records in certain cases. In that case, European data protection law would apply,15 but the
protection does not extend to the privacy of the body. Apart from identifiability, the mere fact that such
information can generally be found in medical records already testifies of the personal nature of
information on bodily functioning. Even in the cases that the information could not lead to an individual
being identified, it is obvious that individuals using Fitbit have a genuine “interest in the privacy of their
14
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physical body” (Koops et al., 2016). It is thus important that the bodily privacy beyond the limited
definition of personal data is not overlooked in order to be able to protect these privacy interests of the
individual.
Obviously, even when the individual gives Fitbit quite a blank consent with regard to the
information on him or her, Fitbit may not do whatever it wants with the information that is collected, but
it is clear that their practices are not contributing to the protection of privacy of the individual. It is
interesting to see that so many objects of privacy are relevant for the usage (and actions of) Fitbit, but
worrying that there are so many aspects that have the potential to be harmful for the autonomy and trust
of the individual, and above all to the privacy of the individual, both with regard to data as beyond.
Whether Fitbit’s services actually infringe the privacy of individuals using them depends largely on the
case, in which relevant factors would be inter alia the nature and extensiveness of the information shared
and the manner in which Fitbit has handled this information. It seems almost tedious at this point to point
out data protection is clearly unable to protect the other objects of privacy affected by Fitbit. Due to the
extensive amount of information that is collected, it really depends on how detailed the profiles are, and
how they are structured.
5. Analysis of the case assessments
Arguably, there are important differences and similarities between some of the examples relevant for the
concept of privacy beyond the screen inside the home. This showed the relevance of the factors taken into
account in the general analysis for the variations both in autonomy of the individual and technological
object, and the ramifications for the privacy of the individual and his or her trust in his surroundings. The
focus of attention is centred too much on the development of technology and surveillance in public,
instead of on the development of ‘strengthening’ the walls of our homes that are becoming more
transparent with every intelligent or smart object that is brought into our homes.
In addition, by analysing for each technological object which objects of privacy were relevant, the
significance of sufficient and separate protection of the objects of privacy, and the inability of data
protection law to protect the individual for privacy beyond privacy of information was demonstrated
(Koops, 2011; Cuijpers, Leenes, Olislaegers & Stuurman, 2011). Arguably, for some categories more
than others, the concerns expressed with regard to privacy inside the home in our smarter world have been
found justified. Smart objects do not necessarily affect the autonomy of the individual, but both the
general analysis and the case assessments showed that it is likely that it does. The question should be: to
what extent is the compromised autonomy and privacy of the individual acceptable? The answer to this
question is vital to shape privacy beyond the screen and autonomy in the smart home. Since this question
is not a simple one, more research is therefore required to prepare the present for tomorrow.
CONCLUSION
The smarter technological objects become, the more autonomous their functioning will be. When the
functioning of an intelligent or smart object corresponds to the actual wants and needs of the human user
(within reasonable limits), the mere fact that the human user does not need to tell the object to do so
should not constitute a problem for the autonomy of the individual (Mik, 2016). Unfortunately, a lot of
impediments have been found that suggest that the individual is often directed into a direction by

externalities (Brownsword, 2011; Mik, 2016; Harris, 2016; Akrich, 1992 as cited in Howcroft, Mitev &
Wilson, 2004). Furthermore, even if an object is capable of serving the individual efficiently and
properly, there is a price to pay by the individual for all the intelligent and smart technology, both in time
spent and by providing external actors with access to information about the individual (Harris, 2016; Mik,
2016). This is especially problematic due to the home invasion of smart and intelligent objects, while the
concept of privacy beyond the screen inside our home has not received much attention (see Helal, et al,
2015; Kortuem, Kawsar, Sundramoorthy & Fitton, 2010).
In this paper, it was argued that the concept of privacy beyond the screen inside the home needs
to be broken down in categories in order to determine some of the relevant factors necessary to
demonstrate both the importance and problems of this concept. The obvious question to tackle is: what
constitutes a screen? To make the distinction between smart or intelligent technological objects with a
screen and those without, it depends inter alia on the extent to which an object without a screen is
operated and controlled via another device with screen for the former object to still qualify as being
without a screen. When the object cannot be operated without the ‘control device’ with screen, it then
comes down to whether the control device allows for privacy settings to be individualised for the
dependent object. With regard to smart or intelligent objects with a screen, a further analysis is necessary
on the degree of sophistication of the screen. If the screen is too basic, in the sense that it does not allow
for the individual to adjust privacy settings, it can still qualify as a technological object relevant for the
concept of privacy beyond the screen. It is thus not merely the presence or absence of a screen on the
object or control device that is relevant, but the possibility for the individual to exercise some control over
the information in and/or output of a device, regardless of whether this is provided for directly via the
screen of the technological object itself, or indirectly via the screen of another smart or intelligent object.
In addition, monitoring capabilities of those objects relevant for the concept of privacy beyond the screen
inside the home could be of note, as well. When the individual cannot personalise the privacy settings or
other related functionalities, the possibility for him or her to at least see the extent of information that is
collected and determine the information flow of the smart object inside and outside the home to a certain
degree gives the individual more insight into the ‘cost’ of using the technological object, and thereby
allows for the individual to make a more informed decision. However, due to all the (for the individual
generally unidentifiable) externalities influencing the decision making of the individual, regardless of
whether they are built in the technology or pressures from e.g. a societal nature, the ability for the
individual to make decisions autonomous has become more questionable (Mik, 2016). To determine the
extent of autonomy with which the technological object functions, the monitoring capabilities can also be
looked into from the perspective of the industry. In combination with the foregoing, this is relevant to
establish whether the technological object is gaining autonomy at the expense of the autonomy of the
individual, and whether the industry itself is still able to ‘control’ the functioning of the object or the
information flow. These considerations are especially of significance for the privacy and autonomy of the
individual inside his or her own home, due to the importance of the home for privacy (Koops et al., 2016)
and the increasing inability for the individual to protect him or herself in the increasingly smarter
environment. Moreover, there are additional ramifications for the trust an individual has in his or her
surroundings the more the individual’s autonomy is affected negatively, as well as for privacy when
processes become both harder to control and understand. This paper has attempted to demonstrate the

latter statement by first zooming in on the home, as arguably the ultimate example of space covered by
privacy, to show that the rapid technological developments have gained quite the head start when
compared to privacy protection.
Privacy protection has not been at a complete standstill, since the protection of personal data has
received significant attention, and rightly so considering that the information flow has reached new
proportions, both quantitatively and qualitatively. Nevertheless, it seems obvious that the current focus on
informational privacy does not prepare us for the excessive and omnipresent data capturing and
processing that is (a necessary) part of the smart(er) world (Röcker, 2010; Koops, 2011; Koops, Schooten
& Prinsen, 2004). The problem is that the other objects of privacy protection seem to have suffered of
being underestimated in their relevance or being put on a backburner. The new technological
developments of the past decades and those already standing at the gates are not just updates or
replacements of older versions, their social and economic impacts are greater and new (Koops, 2011;
Röcker, 2010). “[It] is important to be aware, that the designs, that dominate early in the growth of a
technology, can have disproportionate power over the way the technology will affect social life”
(Rheingold, 2003 as cited in Röcker, 2010, p. 65). With these considerations in mind, the conclusion to
draw is that the protection of personal data, while imperative, cannot replace the protection of other
objects of privacy. Data protection alone cannot address these developments in protecting the individual
efficiently and properly in the near future. The case assessments further underlined both the differences
between the objects of privacy and their interconnectedness, and above all, their significance today and
tomorrow. The question to ask now is: to what extent is the compromised autonomy and privacy of the
individual acceptable? With our whole lives available on the Internet, our increasing inability to act and
decide autonomously and understand what goes on in our surrounding due to our increasingly smarter
environment, it seems that it is time for us to become smarter, too, and re-evaluate the protection of
privacy and autonomy inside the home.
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